
Shmooganography 2010
How we did it

And how most of you didn’t



Umm...

Who got the most right?



Stage One:
EVIL NOSE PUNK

Just needed to read the contest description and index 
the spelling mistakes.

These numbers reveal an ISBN for:

Due you have a knack for finding hidden messages? Are you a hacker with bits streaming
through your veins oar some EVIL NOSE PUNK (aka script-kiddie) learning how to use the
remote? We'll prove it! Find all the hidden clues at this con. There are a total of eight rounds.
Each round will reveal uh clue embedded with a secret code. Secret codes are identified by
sum unique representation within each clue. Clues and codes are <stego word="hidden" />.
Sounds easy e'nuff, right? Getting to the next stage will be more difficult as you progress.
Be the furst to find the common theme between the codes and you win. Simply email
Shmooganography@gmail.com with the secret codes and thee connecting theme. One helpful
hint: Shmooganography is knot connected with the badge contest! Are you ready for your
first clue? Sometimes you should cownt on mistakes...
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Stage Two:
DANG MULE ZONE

Barcodes hidden in swag bags

Luggage tag: UPC-A 1D Barcode

Inside bag: QR 2D Barcode
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- Indexes into 2D barcode text
- Text says “shmoo!” — tricky!

Spiders are weaving incognito. 
Kismet using quarterly increments. 
Analyze barcodes, glean code.

It doesn’t scan with iPhone 3G!

Use RedLaser and i-nigma.



Stage Three:
ANGRY MOCK INN

Automated spider trolling through these websites:

       - www.Apple.com
       - www.Nascar.com
       - groups.Google.com/group/shmooganography
       - www.Reverseengineering.com
       - www.Youtube.com
       - www.SPACE.com
       - www.Microsoftsucks.org
       - www.Openoffice.org
       - www.Cisco.com
       - www.Kismetwireless.net
       - www.SPACE.com
       - www.Iana.org
       - www.Netgear.com
       - www.Nintendo.com

Connected to “shmoocon” 
open WiFi Lan

Pulled websites every quarter 
hour

Then every tenth hour

Clue
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Stage Four:
IN MILD REVIVAL

Windows program which lightly 
wrapped “ipconfig”

Posted to “shmooganography” 
Google Group

Running strings reveals 
secretmoose CLI switch

Other strings loosely hidden by 
XORing function

Need to pass code words as 
argument to secret CLI switch





Stage Five:
ANIMAL ROAD

The Shmoocon mat at registration area, using octal



Stage Six:
VICTIM KEN KIN

Slightly modified MP3 of “The 
Game” from Dual Core

Embedded album art has 
indexes and clue on “wire”

Indexes are for words in lyrics 
pulled from lyrics.wikia.com, 
revealing code word

Clue reveals a return to the 
spider...





Stage Seven:
ADD THIS VIM

If you found the spider, you would know its valid IP 
address on “shmoocon” WiFi LAN

Connecting to port 80 reveals that https should be 
used

Connecting blindly with normal https reveals... well... 
nothing

Need to force https on port 80







Stage Eight:
JAR NERD HOP

4 posters hung throughout Con area advertising game

Need to take picture of each, then find subtle differences 
to reveal clue and code word



The ehemt is people,
places, or things.

ANAGRAMS!!!!



EVIL NOSE PUNK
DANG MULE ZONE

ANIMAL ROAD
IN MILD REVIVAL

ANGRY MOCK INN
VICTIM KEN KIN
ADD THIS VIM

JAR NERD HOP

So, the code words were:



WTF?



EVIL NOSE PUNK
DANG MULE ZONE
ANIMAL ROAD
IN MILD REVIVAL
ANGRY MOCK INN
VICTIM KEN KIN
ADD THIS VIM
JAR NERD HOP

What was the ehemt?

Kevin Poulsen
Onel de Guzman
Adrian Lamo
Vladimir Levin
Gary McKinnon
Kevin Mitnick
David Smith
John Draper

ANAGRAMS!



They’re all famous hackers!



Special Thanks

Our Understanding Wives, for helping us stick 
barcodes on 1600 luggage tags and paint (and repaint) 
the Shmoo mat

Bruce & Heidi, for tolerating our endless shenanigans

Dual Core, for free MP3 music for all to enjoy



shmooganography@gmail.com

mailto:shmooganography@gmail.com
mailto:shmooganography@gmail.com

