Shmooganography 2013
How We did It

Sponsored By
PRAXIS

ENGINEERING




Who figured it out”
Hammer&amp;Brothers

@s we walked up to the stage)
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Stage One:

hacker: movE out of yoUr maMma's
Basement (cuz that isn't 133t)

x Blacklights return, but for an
alternate purpose

x Clue and code phrase are
layered vinyl inside the case

Code phrase
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Stage Two

¥’

dOn't be the script kiddie

hacker
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re-polarize the light

and see the
message
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x [Use square in-bag to
x Rasplberry Piinside!



Stage Three:

hacker: Get yoUrself an awesome
handLe

. Remake of contest
video, but with extra
goodies

x Four corners of QR
code placed in frames
within Video (Code
phrase

x Cowbell track added,
low tone = O, high tone
=1 (hint)

WWW. shmooganography org

ﬁ O »(PRAXIS
r oot A,

-‘ :'
D% ﬁﬁ




Stage Four:

hacker: neveR -- ever -- hack another

hAc kel Welcome page X 10.0.0.1/FinalRc x 10.0.0.1/asdfasc x view-source:10.0 x

& [3 10.0.0.1

Placeholder page

x |nspired by ad hoc T —

You should replace this page with your own web pages as soon as

possible.
u e O O n e WO r S u S e Unless you changed its configuration, your new server is configured as follows:

Configuration files can be found in /etc/lighttpd. Please read /etc/lighttpd/conf-available/README file.
The DocumentRoot, which is the directory under which all your HTML files should exist, is set to /var/www

n 1 CGI scripts are looked for in /usx/1i -bin, which is where Ubuntu packages will place their scripts. You
can enable cgl module by using command "lighty-enable-mod cgi”.
rl I r Log files are placed in /vaxr/ ighttpd, and will be rotated weekly. The freguency of rotation can be easily
changed by editing /etc/logrotate.d/ httpd.
« The default directory index is index.html, meaning that reguests for a directory / ar/ will give the

contents of the file /var/www/foo/bar/index.html if it exists (assuming that /var s your DocumentRoot).
« You can enable user directories by using command "lighty-enable-mod userdir

About this page

This is a placeholder page installed by the Ubuntu release of the Lighttpd server package.

[ | 1 [ ]
. | a I r W It | I h m o O I o O l h I I | This computer has installed the Ubuntu operating system, but it has nothing to do with the Ubuntu Project. Please do
, not contact the Ubuntu Project about it.

If you find a bug in this Lighttpd package, or in Lighttpd itself, please file a bug report on it. Instructions on doing
this, and the list of known bugs of this package, can be found in the Ubuntu Bug Tracking System.

was 2013 (“this year” e
x \Website at http://10.0.0.1

Welcome page  * 10.0.0.1/FinalRc x | | 7 10.0.0.1/asdfas: * view-source:10.1 x

& C f [ 10.0.0.1/FinalRound.html © a

Bluetooth bites... And the Wifi isn't working... This is friggin'

x Hint/code phrase In hidden e
TML



http://10.0.0.1
http://10.0.0.1

Stage Five:

hacker: PwN3e the world

= |CMP data tunnel
containing C++ code
to decode an image
(from previous year)

x Embedded within the
C++ code Is binary
message (encoded as
Space/tab) of image

x nal Image extracted
with compiled C++

job is done here! \ Q\\
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hacker: PwN3e the world!
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JOO WTN!
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Very Special Thanks

> PRAXIS
ENGINEERING

for thelr generous sponsorship,
covering our expenses, materials,
shirts and prize!




Special Thanks

Blue Man Group, for inspiring the theme this year
Lifehacker, for the monitor depolarizing technigue
Silhouette Cameo, for vinyl cutting awesomeness

Our Understanding Wives, for tolerating our
procrastinating ways

Our friend Jimmy, for helping with the posters
Bruce & Heidi, for tolerating our endless shenanigans

Hackers on the Dance Floor, for keeping us company



shmooganography@gmail.com

Presentation will - be available on
the contest website.
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