J:J).)‘j?'.

- v y

YA AN 4 z

d )

‘J.J)JJ,,,

ec0cedeoe 26%6%6%¢°
JJJJ)JJJJJ)) 96%0%6%° >
0.0.0.06_.0_.0_0_.0_.0_.0_0_0_0_0_0 )
0.0.0.6.0_0_0_0_.0_0_0_0_0_0_0_6
0. 0.0 0,.0.0.0.0_.0.0.0.0_0
) 0.0 .0 0,0.0_6_0_0_0_0_0
0. 06_.0_0 0. 0_0_0_0_0_0_0_0_0_0_0_0
0.,0.0.0_0_0_0_0_0_0_0_0_0_0_0_0_0_0-0
A Oat 0,00 1\)’,
.00 0 0. 0.0_06_0_0_06_0_0
) L J 0,000 0.0.0_0_0 0.
.00 0.,0.0_0 .0.0.0_0_.0_0
0.0_.0_0 2] ©.06.06_.06_.0_.0_.0_0_0_0_0
0. 6.0_.6_6_6_6_06_6_6_06_06_06_0_0_0_0_0_0
L L J L) ©.0.0.0_.0_0_.0_.0_0_0_0,-90
0.0.0_6 0,.0.0.0_.0._.0_0_0_0_0_0_0_9
L J 0.0 ¢ 0.0.0_0_.06_.0_0_0_0
0.0.0_0_60.0_0_0_0_0_0
© L) 0,.0.0.0.0_.0.0_.0_.0.0_0_0_0_9
) ) 0.0.0.0_0_0_0_0_0_0_0
L P 0. 6_0_0 ©_6_.0_0_0_06_0_0_0
0,.0.0_0_0_0_0_0_0_0_0
L) 0.0.6.0_.0_0 ©,.0.0_.0_0_0_0_0._
L ) 0. 0.0_06_0_06_0_0_0_0_0_0_0
LS 0.0 0,.0.0.0_0_0_0_0_0_0_0_0
©.0.0.0_0 0.0.0_.0_0_0_0_0_0_0_0_0_90
\ h 0 \ S N J)J,/:).J\
0. 0_.0_0_6_( L) . 0_0_0_0_0

0.0.0_90

.00 v

0. 0.0_0

\))_))J/,.

) 2O 2O

.00

©5%%

)

)
°
Se

S0oe’
N ). 2
S-O-0 050

ege000030500.
120202020 °%6°26°%6%0 %%
020202620202020 %

o
ose 0 0 000
ececocececece
0g00000000000
egoc0c0s0000

0g0g02000
0o000000 00

-

d
o

®

~ =0
059 J
od o, \)‘)

6%6%6%
020202
0g0g000 0

0202020 o oo u o800
05000500000 00000

)\.)

Jgeg0geces
02020202
°
ILILILILILILILIL LY
0202020200200 0%
¢ J ©_0
e_0 ! )
000 0000000000000
0.0 L) ¢ ©,.0_0
0202020202020 20 2020
0c0s00c0 000 0000
2020200202020 202

vl
®

J
©

®
o
2

)



32 teams this year

As of 1330

Codes Discovered Relationship

Found between Codewords

The Deductive . .
D 12845 e
Fuzzyhashers
FDG 12345 e
Bike Riders 12345 NO
Team IUNNO 1.2345 BSLabs 12345
SomethingClever 12345 NO
ﬁtﬁ 1 2 3 ‘,j: IU MONKEY_TACOS 12345 NC
PCT 128345 NC
" - - Shmoo Skywalker | 13345 NC
Three Blind Mice 12345 e <
Shmooganographers | 1 2 5 4 5 N(
DratAndTarnation 128345 The Lone Wenderer | 1
doot doot 12345 NC
White Sieve 120345 S T
RUcyber 12345 NO
Lurker 12 3(4)5 Sk Catn 591 5
Xanthia 12345 NO
¢ 2 n00bs and an old
fart
NO One ﬁg ured OUt Butternut Porkslap 12345 NO
Team Tuba Toaster 12345 NO
th e COde Wor d Curious 12345 NO
] r Team demeon 12345 NO
relationship! oo
Eldersofthe Intermet | | 2 2 4 5

20 Passed
Stage 1!

14 Passed
Stage 2!

7/ Passed
Stage 3!

Stage Prizes:

1: Penn college
2: Fuzzyhashers
3: White Sieve
4: Lurker



Stage One: AVVLAUSZ

Anti-copy pattern on ad slips

Overtly, just a
description of the
contest

embec
Ricoh/

Code word was

ded using a
_anier color

laser p

rinter

K

DI RGO E W O
VA8 v avel. & TV

»

GANOGRAPHY . _ .‘

SHMOOGANOGRAPH Y is back for anether

iteration of hiding messages at the cen, spensered this year

hy Praxis Engineering. Fer the nd8bies, Shmeegansaraphy is an

|mplementamn of stenanegraphy, which is the art of hiding messages

“in plain sight,” such as using invisible ink that’s revealed under

a blacklight er embedding an image within an image. This year, yeu

will fellew Link in his feetsteps te prevent Ganen and his Army frem

collecting all five pieces of the Triferce of Shmes hidden by Princess

Zelda areund the cen. Selve all five stages te assemble the Triferce

of Shmes, restering peace snce again. Remember, the secret cedes and
T Don’t werry if you get stumped:

*f the weekend. Semesne will take heme

fluld be yeu! Alse, the first team te

ein a small prize! New.. te start yeur

negraphy.ero.

for another

. Uncovered using
photocopies or editing
software

{{ will follow Link in his fonmmu h preve nt banrm and h\o Y\m\y Fron

i| collecting all five pieces.of the Triforce of Shmoa \\\dden hy- \’nnﬁha

1;: Zelda around the con. Solve all five stages to as emh\t, L‘“i'» Tr\‘cm(,e
of Shmoo, v stnrmg iieace once again. Remenber, th seoretcodes and
4 clues arg™ 0 Word="hidden" ! Don’t worry i yowget stunped:

clues unll he: I’blbabﬂd throughout the \ueekeni'* nmaone will take home
he tr lhj Canil oney) and it could be voil thé first team to

mylye and report each stage will win & small prize! How.. to start your
| yuest, go to http:/ww.shnooganography.org.




Stage Two: SGOLNSEE

Embedded Javascript in GIF

. Used online tool to modity
the map used as
background for the
contest website

. Reload as a script and
dialog appears.

@ DER Actual LaptOp
: e GIF I\/Iag|c Numbers 'j.
o Shittly 1ook|ng 2
Javascript = i
SGOLNSEE R

~ - FDG

JavaScript

= ¢ ’E Link, you have leveled up. Email SGOLNSEE to get




Stage Three: EKNVELUP

MF2HD upgrade “Game cartridge”

with hidden files

. lhrowback to 1.44MB
floppy diskette

. Can’t just copy the

overt files (an LoZ ROM)

. Disk has deleted PNG
of LoZ screenshot

. Code hidden as bytes
at Ox37/3376

o P ! o
EASTMOST FENMINSULA =
IS THE SECRET. —
| ---1_"
ﬂ !gl ﬁ L

=y

e

373344 | PAAAAROO AARAOEOH PPPPPODD PPDDDDDD DRPPPDDD DODODOOG AORORORE POBOOOEE
373376 | FFFFFFFF FFOMOOFF FFOPOOFF FFOPOEFF FFFFFFFF FFOGO00 FFOOOOFF FFFFFFFO
373408 | FFAAAO00 FFOOFFEO FFFOPOFF FFODOOFF FFOGOO00 FFOReaan FROROOFF FFOBOaFF
373440 | FFFFAA00 FFFFO000 FFOFFOFF FFOPOOFF FFFFO000 FFOARaR0 FFOOOOFF FFFFFFFE

373472 | FFopnoone FFOOFFO0 FFOBBFFF BFFBOFFE FFO0BO0A FFOBBooe FFOBBOFF FFooaooa
373504 | FFFFFFFF FFOBBBFF FFOBBGOFF @ooFFoBe FFFFFFFF FFFFFFFF FFFFFFFF FFBBBoaa
373536 | BA0RABAR ARARBROE PRRBRODA PRBRBEAE HBRRBABA BARBRBAE BRERBAERE BRBBAREA




Stage Four: GEETIUYE

| . i S
. Hosted RetroPie v3.3.1 with it 3
ROM with modified maps in - I i
Southeastern corner and
clue to the next stage
. Encoded using rock & cacti S
pattern using L.oZ hex for GEistiest eatees petsteety
alphabet, doubled up o oo o
Jririrﬂirﬁrj(r)!rirﬁr!rﬁr .Jr;iiiti:ir;i:!r;?!r;. onrL?Jt?Jr.’i:Jr.’ m

1]

AR rhvri gl T e e e
g 1y L33 1y

f 33 f

5 ks S
2l 2l
L]



Stage Five: TZOLESEL

RTP stream with mod’d MPEG audio

2 Ad apt've “FFH Stuﬁing in ISO :e giit ;}yiew Q_;Cjt Qa’;)turemi”Analyzi §tafi%tic%‘— Tilepl"l.ony”:lo.f):s !

header, spread over series of & _—_[—ul
packets :

916-61-16 11:16:43,

316-01-16 11:16:43,
6-01-16 11:16:43,
5-01-16 11:16:44,
6-01-16 11:10:44.2627

2016-01-16 11 44 .2

2016-01-16 11

2016-01-16 11

N Oh W\ & WA

v v BV N N

. Used VLC to create stream,
then scapy to alter it

7]

P Real-Time Transport Protocol
< ISO/1EC 13818-1 PID=0x44 CC=8
D Header: Gx474P4438

. Thanks ZEDD for LoZ music [ Pkl

¥ Adaptation Field
’ ... = Discontinuity Indicator: 0
S Random Access Indicator: ©
(1 A & 2 .0, .... = Elementary Stream Priority Indicator: @
. “Good job. Did you figure out N
; 3... = OPCR Flag: ©
i - P Splicing Point Flag: ©
hOW the COdeWOrdS are i 1.8, = Transport Private Data Flag: 8
- ...@ = Adaptation Field Extension Flag: ©
Program Clock Reference: 9Ox000000C0031f7d24

!N ETDCCOEN J ’? B 2effFfffffffferrferffrffffffrffrrffrrfirffeffees,
- gimmgrwementary Stream

BPP- > header data: 21000d5053
(D Moving Picture Experts Group Audio
0006
0016
6020
0036




What was the theme?
GameGenie codes...



Codewords are anagrammed!

_ A real GameGenie code
1: AWLAUSZ for Legend of Zelda

2: SGOLNSE i : .
H 4 ade-up codes using
3: EKNVELUP GameGenie-valid letters
4: GEETIUYE (SO you can’t just guess them!)
5 A ESEE

stegogeekseventuallysolveanelusivepuzzle




Very Special Thanks

> PRAXIS
ENGINEERING

for thelr generous sponsorship,
covering our expenses, materials,
shirts and prize!




Special Thanks

. Nintendo, for not suing our pants off

. ROMHacking.net, for a great collection of NES tools

. Marco Ramilli, for an off-the-shelf Javascript steg tool
. RetroPie, for making the console easy to set up

. Python, for answering our con’ scripting prayers

. UberShirts, for another great last minute turnaround

. Not Just Signs, for sweet sign-printing magic

. Our Wives, for tolerating our annual hiatus

. Bruce & Heidl, for tolerating our endless shenanigans



shmooganography@gmail.com

Presentation will be available on
the contest website soon.

oShirt orders due by 15 February.
$25/each. Email us.




